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Will Products Liability Litigation Help Protect IoT Users from Cyber-
Physical Attacks?

B ). Royce Fichtner and Troy J. 839 L2 Journal of International MBS : Report
Strader Technology and Information @ BZ:6,7% I8

Bft: Jan. 2022 Management (Vol. 31, Issue 1) Lo L4680 16000
iR International Information
Management Association
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While there is an identifiable trend towards protecting consumers from data breaches and data misuses related to IoT devices
through new legislation, new regulations, government enforcement actions, and private lawsuits, there has been little progress
towards creating similar legally enforceable standards of care for "cyber-physical device security.” This article explores this
underdeveloped area of academic inquiry into cyber-physical device security within the context of product liability litigation in the
United States. The two questions addressed in this article are: (1) Have there been any successful products liability court
decisions in the United States that have held IoT manufacturers liable for creating IoT products with inadequate cyber-physical
device security; and (2) Is it likely that product liability litigation will soon lead to significant change in IoT cyber-physical device
security? Analysis of laws, regulations, and court cases shows that the answer to both questions is negative. These findings have
implications for IoT device users, device manufacturers, and the government agencies whose job it is to deter data breaches and
other loT-related cyberattacks.

eavanarde: Tnternet of Things (10T), Product liability Iz Gt

HEEFPDF

AR o S50, n G SsepuTwrian BN MemeaTosiors

¥ GALE BUSINESS Insights

Journal of |

2

Will Products Liability Litigation Help Protect loT Users from
Cyber-Physical Attacks?

GAEEDUT | ART [SEUADY | MESN | T 9CMe- MU~ | FIRSEURY | BubatoNT

y::oGALE Gl here for aver yame.

7 Gale Business: Insights FIFIDF3|E



) B ERYRANCRBTENTEET,

Bl POFAX A $ 2601, LDOFTEBFTERTRIGIDEDD
E

Bl xz2051hL, &, &84, DOILEEFIEHR NIRRT
ENET, 20 YVvITBEZOEETRENET
EhEd,

O AXOBRNTEES, AEE LS50 »EEICEBIR
ENET,

Will Products Liability Litigation Help Protect IoT Users from Cyber-Physical
Attacks?

@z~ @2

B =574 OV A XEEETELT,

[ < (Listen) &, YRATFLICKZHEHR LFHEETT, FHL
FTWBEMRD/NAS1 MSTEET, RETIE. FELRT
BE(BPRYTITYT), ARE—RBENRETEET, A
T EMP3TRETEXT, ANO—EPEI—I T,
ZOWMALIEBELET, SEECHRELLBETZEDS
ETHELIFET, (23 EHE

Will Products Liability Litigation Help Proteet IoT Users from Cyber-Physical
Attacks?

O A et Ty & B WP F A s e e TR
B Pt e o, s o I meeimn
Il vk W b g o

A Google Drive. OneDrivelcld, F—¥~R—2&7 4L H
BEiEREI N, ZOPRICHTMLAX M Doc7 71 ILELTR
BFEInxd,

BEFA—)L(E-mail) &, EFFEHR(MLAS) H2WdEX %
EEIB7RLRICEELERT, EEXEHOESIFEID
OYTRYIDFEY). EHA. & Xvt—J HTMLE
BTFFAMER, BAT7MIERXPPDFEXAEDERE T
EXI,

E) 57> 00—k (Download) i&. HTMLOZAX % PDF{E LXK
EEPCILRELET, RITEHEOPDFIBHZHEICIEED
PDFh%vO—REn%d,

-~

i} 51/ (Cite) l&. APAB. MLAS8. Chicagol 72X T3IRE
RERRUET, BREFTE, ZUBHDY—IINETOD
T, AE—UTRBALICHATEET, FIvO—RIiE
HTMLER TSV O—RTEEXT, TOXZ2—Tl B

ZEES|IAY—ILICTVRR—MTEXT,
GoogleDrive® Microsoft OneDrivelCHHRFTEXT,

B e
It peograss
g loras this
Wigation i the
by court
. ybergtiysical
aris  Geagle D Pt S
s fircings have
ta breaches and

3
mlated  OREDMET - Dowmosd RIS

Kipwoeds: DNl 01 41914/ (01 J, #1ERMAL ISRABLY lav, VUM -LIFYLR a1 UV SALEIY, LU IR (T 1

(] 0l (Print) %, 38 LI 7YY —Ic HTMLEIEZFIRI T=
EN

B VU015 (Get Link)
BERRINTVWBIR—IDEEURLTY, ZDURLIFFN
oAV T—RY DS TERETEET, (fhDR—IANIK
BEITEXEA)

B o A A 4 & & = 48 @M

e phyacel device se tear of

B N\AFAERREXE
AXHPOERDEFRERSVITIENATARRRAZ 21—
PHET, NMFANIEEINSEIRTEET, XEDHSIE.
ZOEFRICHUTAEEZREET,

HABAHNBERETY, LyavhOHEMTIH. EIRIP
X—JLTDREE. Google¥ MicrosoftiCi®FET i, /\1
F1hRTIPATBRESNET,

Will Products Liability Litigation Help Proteet 10T Users from Cyber-Physical
Attacks?

B o A AL S & & F 48 aEm

Gale Business: Insights FIFHDF5|=x 8



LB 5 71ERK

% GALE BUSINESS  Insights | (ﬁ% J

- Q™ o 8 9 &
[ oo o Bl 2453021 —RTRRTEET, BASHETHR

@ "h:w'\‘m Gat, started by adding A (e TS e ——
) company, ndastry, o

—— Emploves € country/tentory using % GALE BUSINESS Insig

the ok 2o the bt -
o - o ™ £ 4 8 9 4
i e
fre | [l compare compnves
= T e pubic Companies (3 man)
L] = -

— 18 n? 18 1 T e

| 0 e e

g O e - -
s e re—r—— B /‘x.,._;_'..._,._--;q_,'/—'—"—n
I — e
= e
" Falast Compary Matrics
ann
Emoloyees
J%GALE s et i o vreRee et e
Topota Motor Corp. (72034] ©  Wisan Motes Co. LEL (7201) @
- &N -an
Handa Heter Company Ltd. o
(=]
- W
2% GALE CAIEE AR RSN | WA TN | Py | et e

A EREFELE. EEEHTT,
E &= cbRRTEET,

3 5>O0—RiE JPG. PDF, CSV. XLSXDORHht%
TEXT,

% GALE BUSINESS ~ Insights rE% J

Q| 4(ale o &

Compare Industries N s « Eﬁﬁuwﬂﬁﬁb{—f‘g i_g-o

ey K 4 [ 518, o3l EERTHETRETT,
ol ¥ S B st coRmTEET,
i E] ¥>0—kid JPG. PDF. CSV. XLSXORRHHSE
- TEET,
% GALE S e e R T

9 Gale Business: Insights FIFIDF3|*



% GALE BUSINESS

it Insights

(Bt J

[ Stz oRRTERT, BASETHEATRETT.

FJ EEIEGDP, GNI. %%=  AO. AO#EM=, GDPH
RE, —A47chGDP. —A%47hGNI. GDPRI#AX,
GDPA#IHETY,

El &R TcbRRTEET,
e o . [ #v>vO—Rid. JPG. PDF. CSV. XLSXDzhtiE

q ™

[l comoare Courtries/Terrteries

B Gross Domestic Product (GOF)
Grass Natiomal Income (GAI)
Lngemipkorymant Rate
i}

= Groga Domestic Product (G0} Gross Domestic Sroduct (G07) =
ows (%% TZEEY,
GO Growth [annusl W) PP ——— FEEE—— e
GOP par Caoita ey Temaony Foo v Ty oy Pro

GNI per Capita (Aztas mathod) -
United Kingdom (GBR) (-]

5 GALE BUSINESS
-+ Gross Domestc Froduct (GO}

ﬂ Compare Gty anerrtoriny
L] man w0
ZLGALE e e B e T e L P — B i | s
b o = Diccis Deviveshic Product (G0F) 34,543,877 $5.040,207

@& . o B AN LA
= .. unived King
AT n Gross Domests Procuct (GOF) 3.031.377 ST
B deeay
x >
L L er——
—he
L)
Sebect oy Terriory Matrcs

8 Grom Domastc Trodust (527

Gom Matiaral Income ()
Uk Rt

U s b et s

Gale Business: Insights FIFHOF5|= 10



ot .~

BT S U IE T RORIRE SHALIZEV. TNUNDT 0 R ZHBEOBEICIFEUKEELARWEELHDET,
Edge (Microsoft)

Firefox (Mozilla Foundation)

Chrome (Google)

Safari (Apple)

Opera (Opera Software)

RHOEHTNL—E&., BEERGE G, YR—MNAMNSAFTEEXT,

https://support.gale.com/

GaleT—INX—XFHDF5|E

Gale OnefFile
Gale Primary Sources

Gale Literature

Gale In Context

BHEAWEHLESE:

75 —-I5—Zv 7tk &4 Gale BERR
Tel: 03-3511-4135 Email: GaleJapan@cengage.com
http://gale.cengage.jp/



